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ABSTRACT

Medical confidentiality, as a fundamental pillar of the therapist—patient relationship, is not only an ethical obligation
but also a legal duty, the violation of which can impose severe civil and criminal liabilities on the therapist. From the
perspective of civil liability, by disclosing the patient’s secrets, the therapist commits a professional fault (Article 1
of the Civil Liability Act) and is obliged to compensate both material damages (such as loss of employment
opportunities) and moral damages (harm to reputation and privacy). Judicial practice in Iran, as reflected in rulings
such as Decision No. 722 of the Supreme Court (2019), demonstrates that the mere existence of a causal
relationship between disclosure and harm, even without intentional fault, suffices for the therapist’s conviction. On
the other hand, the therapist’s criminal liability is prosecutable under the heading of “disclosure of secrets” (Article
648 of the Islamic Penal Code), for which the punishment prescribed is up to one year of imprisonment and a
monetary fine. Although this article is general, in cases such as disclosure of information regarding patients with
HIV or psychological disorders, by invoking “disturbance of public opinion” (Article 609 of the Islamic Penal Code),
the punishment is aggravated. The ambiguity in the precise definition of “medical secrets” and the absence of
independent supervisory mechanisms (such as a medical ethics oversight body) constitute the main challenges in
achieving justice for patients. These legal and institutional gaps have resulted in many violations, especially in
cyberspace (pursuant to Article 16 of the Cybercrime Act), remaining without consequence. Therefore, a revision
of existing laws and the strengthening of supervisory institutions are essential steps for guaranteeing patients’ rights
and balancing the duties of therapists.
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EXTENDED ABSTRACT
Medical confidentiality is widely recognized as

one of the foundational principles in both
ethics and law governing the relationship
between a therapist and a patient. This
obligation, deeply rooted in the Hippocratic
tradition and reinforced in modern medical
law, has been emphasized as a sacred duty of
non-disclosure (Parsa, 2009). The principle is
also enshrined in various legal frameworks,
including the Iranian Medical Ethics Code of
2008, which stipulates that physicians are
bound to confidentiality except where the law
permits disclosure, and the Iranian Patient’s
Bill of Rights of 2002, which frames
confidentiality as a right of patients and
explicitly prohibits disclosure to family
members without patient consent, except
under emergencies. At the international level,
the Geneva Convention of 1948 obligates
doctors to maintain confidentiality even after
a patient’s death, recognizing only threats to
public health as a legitimate ground for
disclosure. However, differences between
domestic and international legal standards lie
in the breadth of exceptions, with Iranian law
allowing disclosure under judicial order or
implied consent, while international law
maintains a stricter stance favoring maximal
confidentiality. The European Union’s GDPR
further underscores the sensitivity of health
data, enforcing strict protective standards
(Manson & O'Neill, 2007). In essence,
confidentiality is considered indispensable not
only for patient trust but also for maintaining
the integrity of the healthcare system (Abidian,
2012), while Islamic ethics and Western
philosophy alike underscore secrecy as a moral
and religious imperative (Ghorourian, 2009).
Scholars have also linked confidentiality to
broader human rights principles, such as
privacy (Mehrayi & Others, 2014) and personal
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dignity (Aziz & Khani, 2018), highlighting its
role as both a personal entitlement and a
professional duty.

From a  jurisprudential = perspective,
confidentiality finds grounding in both Islamic
legal principles and secular law. In Islamic
jurisprudence, injunctions against tajassus
(spying) and directives to conceal others’ faults
emphasize the obligation of non-disclosure,
reinforced by the legal principle of la darar wa
la dirar (no harm and no harassment)
(Ghorourian, 2009). This suggests that
disclosure of patient information is only
permissible when concealing it causes greater
societal harm, such as an epidemic. Ethical
justifications for confidentiality center on
patient  autonomy, beneficence, non-
maleficence, public trust, and justice.
Autonomy is protected when patients are
assured that sensitive information remains
private, allowing honest communication
without fear of discrimination. For example,
an HIV-positive patient may avoid medical
treatment if disclosure risks social stigma.
Breaches of confidentiality may cause severe
harm, including job loss, psychological
distress, and social exclusion, thereby directly
conflicting with the principles of beneficence
and non-maleficence. Scholars emphasize that
maintaining confidentiality ensures public
trust in medical institutions, especially in
times of crises like COVID-19, where
disclosure of patient identities led to
stigmatization and underreporting. Thus,
confidentiality functions as both a legal duty
and a societal necessity (Abidian, 2012). This
dual grounding in religious ethics and human
rights frameworks reflects a shared
recognition of its significance, even as
different jurisdictions interpret its limits
differently (Abbasi, 2023; Bahmani & Others,

Ty G 6 ST 6 reprie)



2014; Ehtesham & Porwi, 2018; Jones, 2020;
Khaghani Isfahani, 2024; Lo, 2019).

The legal frameworks in Iran provide for both
civil and criminal liabilities for breaches of
confidentiality. Civil liability arises when a
therapist’s disclosure of patient secrets
constitutes professional negligence under
Article 1 of the Civil Liability Act, thereby
requiring compensation for both material
losses, such as lost employment opportunities,
and moral damages, including harm to
reputation. Iranian judicial precedents, such
as Supreme Court Ruling No. 722 (2019),
confirm that merely establishing causality
between disclosure and harm suffices for
conviction, even absent intent (Haji Mirzaei &
Ghasemi Ahad, 2016; Meghdadi & Delavari,
2013; Mehrayi & Others, 2014; Nazari Tavakoli,
2019; Yazdaniyan & Abdollah Zadeh, 2020).
Criminal liability, on the other hand, is
explicitly addressed in Article 648 of the
Islamic Penal Code, which criminalizes
disclosure of secrets and prescribes
imprisonment of up to one year and fines.
Punishments are aggravated in sensitive
contexts such as disclosure of HIV status or
psychiatric conditions, where charges of
disturbing public opinion under Article 609
may also be added. Comparative legal
perspectives affirm that disclosure without
consent is considered a crime in most
jurisdictions (Elahi Manesh, 2014), with
international human rights law underscoring
the centrality of privacy to human dignity. The
responsibility extends beyond individual
physicians to healthcare institutions, which
may face liability if organizational negligence
results in breaches. The burden of proof,
however, often falls on patients, making
successful litigation challenging, especially
when medical errors or confidentiality
breaches are difficult to substantiate
(Yazdaniyan & Abdollah Zadeh, 2020). The
issue of informed consent adds further
complexity, as physicians may be held liable if

patients were not adequately informed about
the risks of disclosure or the scope of
confidentiality protections. Thus, the Iranian
system, while comprehensive in legal
provisions, faces difficulties in practical
enforcement.

Exceptions to confidentiality remain a highly
contested area. Legal and ethical systems alike
recognize that absolute secrecy is not always
possible, especially where public safety or
justice is at stake. Threats to public health,
such as contagious diseases, are prominent
grounds for overriding confidentiality
(Farahmand & Vahedi Zadeh, 2016). For
example, physicians may be legally obligated
to report cases of tuberculosis, hepatitis, HIV,
or COVID-19 to prevent outbreaks. However,
such disclosure must be limited, necessary,
and lawful (Nazari Tavakoli, 2019). Advances in
genetic medicine have also created new
challenges, as genetic data may reveal
information not only about individuals but
also about their relatives, raising questions
about disclosure obligations to family
members and insurers (Ahmadi & Colleagues,
2011). Consent of the patient is another major
exception: where explicit informed consent is
provided, disclosure becomes permissible.
Legal frameworks in Iran emphasize that
consent must be informed and free from
coercion. Moreover, certain judicial and
criminal  justice  contexts necessitate
disclosure. For instance, violent crime
investigations may require medical evidence of
injuries, sexual assault, or mental health
evaluations, raising ethical dilemmas between
the victim’s privacy and the societal demand
for justice (\vA0:YA « s ,0). Further, disciplinary

regulations treat breaches as serious
professional =~ misconduct,  subject to
suspension or revocation of medical licenses
(Kounani, 2017). In many jurisdictions,
statutes attempt to balance these competing
interests by mandating disclosure only in
specific, narrowly defined situations, while



safeguarding against excessive or unnecessary
intrusions into patient privacy.

Despite these frameworks, challenges persist
in Iran and similar jurisdictions. Enforcement
mechanisms remain weak, with many
violations—particularly in cyberspace—going
unpunished due to lack of effective oversight
and independent supervisory bodies. Studies
have noted that only a fraction of patient
complaints related to confidentiality breaches
result in meaningful legal remedies, reflecting
systemic  shortcomings in  regulatory
enforcement. Structural weaknesses include
lack of specialized medical law training for
healthcare professionals, difficulty of proving
negligence, inadequate insurance coverage for
professional liability, and poor oversight of
private medical institutions. Additionally, the
proliferation of digital health records has
introduced new risks of data breaches,
unauthorized access, and misuse of sensitive
information,  especially by insurance
companies or employers. Comparative
examples, such as GDPR enforcement in
Europe, highlight the necessity of independent
supervisory institutions dedicated to health
data protection (Asayesh & Mashkouri, 2022).
Without such institutions, reliance on general
legal remedies proves insufficient to address
the wunique vulnerabilities of health
information. Ethical dilemmas also persist in
practice, as physicians often find themselves
torn between legal mandates to disclose and
professional obligations to preserve patient
trust, resulting in inconsistent practices and
erosion of confidence in healthcare providers.
In conclusion, medical confidentiality stands
as both an ethical obligation and a legal duty,
essential for protecting individual rights,
ensuring public trust, and safeguarding the
integrity of healthcare systems. While Iranian
law, supported by Islamic jurisprudence and
international human rights standards,
provides a robust framework for addressing
breaches through both civil and criminal

liabilities, significant challenges remain in
enforcement, oversight, and clarity of
exceptions. The balance between protecting
patient privacy and ensuring public safety
continues to pose dilemmas, particularly with
emerging technologies and genetic data.
Ultimately, strengthening supervisory
institutions, clarifying exceptions, expanding
professional  training, and enhancing
technological safeguards are crucial for
ensuring that confidentiality is upheld without
compromising public interest. A renewed
emphasis on both legal reform and ethical
commitment will be vital in restoring trust and
ensuring justice in the relationship between
therapists and patients.
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