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ABSTRACT

Filtering, as one of the state’s main control mechanisms in cyberspace, has had profound consequences for online
businesses in Iran. This article examines the basis of state civil liability for the closure of online businesses caused
by filtering, analyzing the economic, social, cultural, and legal dimensions of this phenomenon. Findings reveal that
filtering leads to severe revenue losses, startup closures, rising unemployment, and reduced domestic and foreign
investment. On the social and cultural side, public trust in government declines, digital migration increases, and
citizens’ intellectual property rights are infringed. Legally, filtering results in violations of fundamental rights such as
job security, free access to information, and the right to property. The theoretical analysis shows that although
Iranian law distinguishes between sovereign and proprietary acts, such a division is ineffective in cyberspace, and
the state remains liable even for sovereign actions. Theories of fault, risk, and guarantee of rights all highlight the
necessity of state accountability. However, compensation faces significant challenges, including legal ambiguities,
broad governmental immunity, weak enforcement mechanisms, absence of compensation funds, and financial
limitations. The study concludes that achieving effective state liability for the impacts of filtering requires legislative
reform, institutional mechanisms, and the adoption of accountability as a guiding principle of digital governance.
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EXTENDED ABSTRACT
The increasing reliance on cyberspace and

digital platforms for economic growth, social
communication, and cultural exchange has
generated new debates regarding the legal
obligations of states in regulating the internet.
In the Iranian context, filtering and restriction
of online platforms have posed significant
challenges for digital entrepreneurs, small
businesses, and internet users whose
livelihood and rights depend on unfettered
access to cyberspace. This paper seeks to
examine the civil liability of the state in
relation to the closure and disruption of online
businesses due to filtering policies. Civil
liability as a legal construct aims to protect
individuals from unlawful harm caused by
others, and when the state itself becomes the
source of harm, questions arise regarding the
limits of governmental immunity and the
conditions under which the state must
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compensate for damages. The conceptual
foundation of this study rests on
distinguishing between governmental
(sovereign) acts and proprietary or
administrative acts. In classical doctrine,
sovereign acts often carry immunity, but
evolving jurisprudence shows that such
immunity is not absolute, particularly when
fundamental rights are violated (Zargos, 2004,
2011). This research is motivated by the
growing tension between state policies of
filtering, justified under public security or
moral grounds, and the mounting evidence of
economic and social losses that citizens
endure. The originality of this work lies in
linking theoretical debates on civil liability to
the specific phenomenon of internet filtering
and by situating the Iranian debate within
broader international discourses on digital
rights and state responsibility.



The background literature demonstrates that
the concept of civil liability has undergone
considerable transformation both in Iran and
comparative legal systems. Early Iranian
scholars emphasized the centrality of fault in
establishing liability, where damages must be
linked to negligence or wrongful action
(Jordan, 2002). Yet, contemporary theorists
have broadened the framework by introducing
risk-based liability, stressing that
governments, by virtue of their capacity to
inflict widespread harm, should be held liable
even in the absence of direct fault (Cane,
2002). Theories such as guarantee of rights
further underscore that states are under an
obligation to ensure the enjoyment of basic
rights, and any policy that undermines such
rights entails liability (Varuhas, 2016). In the
Iranian Constitution, several principles
underpin this debate, including the
prohibition of using one’s rights to harm
others, and the guarantee of property rights
and freedom of occupation. Legal scholars
have argued that unrestricted filtering, which
leads to business closures, violates these
constitutional guarantees (Rahmani et al.,
2015). Studies also highlight the socio-
economic dimension of filtering: the closure of
startups, the increase in unemployment, the
decline in domestic and foreign investment,
and the erosion of public trust (Hosseini, 2015;
Mirzaei et al., 2015). Comparative experiences
reveal similar trends, where excessive
restrictions on internet access have resulted in
economic stagnation and migration of digital
talent (Schwartze, 1999). The international
community, through instruments such as
reports by the UN Human Rights Council,
recognizes access to the internet as part of the
right to freedom of expression and access to
information (UN Human Rights Council, 2018).
The OECD has also stressed that states must
ensure transparency and accountability in
digital governance to safeguard economic
stability (OECD, 2019).

The methodology of this study is legal-
analytical, relying on documentary research
and doctrinal interpretation of laws,
jurisprudence, and scholarly opinions. It
builds upon the works of Iranian jurists who
have elaborated on the civil liability of the state
in both theoretical and applied contexts
(Mohammadi, 2012; Pournaghi, 2011;
Yousefifar, 2011). Case studies and
comparative jurisprudence from Europe,
particularly decisions of the European Court of
Human Rights, are analyzed to illustrate how
international courts address the balance
between public interest and individual rights
(European Court of Human Rights, 2015). The
study interprets provisions of the Iranian Civil
Liability Act, the Constitution, and the Citizen
Rights Charter in light of real-life scenarios of
filtering policies. It also engages with critical
academic discussions on the doctrines of fault,
risk, and guarantee of rights, as articulated in
both Iranian and international literature
(Shapiro, 2008; Zargos, 2011). Furthermore,
secondary sources such as reports from
international organizations and comparative
administrative law treatises are employed to
contextualize Iran’s legal framework within
global trends (Craig, 2012; Harlow, 1993; Stone,
2010).

The findings reveal that filtering has tangible
economic impacts, notably reduced revenues,
forced shutdown of startups, and increased
unemployment among digital professionals.
Research in Iran confirms that small
businesses, heavily dependent on digital
infrastructure, suffer disproportionately, with
many unable to recover from losses caused by
prolonged disruptions (Hosseini, 2015). Loss
of investor confidence further exacerbates
economic decline, as legal uncertainty and lack
of transparency deter both domestic and
foreign investors (Mirzaei et al., 2015). From a
social perspective, filtering undermines public
trust in government and intensifies the gap
between state and society. Citizens often resort
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to circumvention tools, creating a culture of
legal non-compliance and weakening the
legitimacy of governance (Abbasian et al.,
2014). Culturally, filtering disrupts digital
creativity and content production,
diminishing the potential for cultural
exchange and infringing upon intellectual
property rights protected under constitutional
principles (Sadi & Ghasemi, 2012). Legally, the
damage is more profound: filtering infringes
on fundamental rights such as the right to
information, the right to property, and the
right to job security. International
jurisprudence clearly establishes that
restrictions on internet access must meet
criteria of necessity, proportionality, and
legality; otherwise, they amount to violations
requiring compensation (European Court of
Human Rights, 2015).

The discussion situates these findings within
theoretical frameworks. Under the fault-based
model, state liability arises when filtering is
conducted unlawfully or without observing
proportionality (Jordan, 2002). Yet, proving
fault is highly difficult for affected individuals,
especially given the opacity of state decision-
making. The risk theory offers a more
equitable approach, holding the state liable for
the inherent risks of its digital governance
policies regardless of fault (Cane, 2002).
Guarantee of rights goes even further, positing
that states must provide remedies whenever
policies deprive citizens of fundamental
entitlements (Varuhas, 2016). The lack of
institutional mechanisms in Iran, such as
compensation funds or specialized tribunals,
aggravates the situation and leaves victims
without effective recourse. Courts often defer
to the state’s justification of public interest,
reflecting the persistence of sovereign
immunity doctrines (Zargos, 2004). In
contrast, European jurisprudence has
progressively limited sovereign immunity,
recognizing the imperative of compensating
citizens harmed by state actions (Craig, 2012;

Harlow, 1993). The comparative dimension
thus underscores the gap between Iranian
practice and international standards,
revealing the need for reform in legislative,
judicial, and administrative approaches.

The implications of these findings are
significant. Economically, the failure to
compensate victims of filtering undermines
innovation, discourages entrepreneurship,
and accelerates digital migration, thereby
weakening the competitiveness of the national
economy. Socially, the lack of accountability
erodes public trust, fosters resentment, and
undermines the legitimacy of digital
governance. Legally, persisting with outdated
doctrines of immunity and ambiguous laws
contributes to systemic injustice and leaves
citizens vulnerable. Reforming the Civil
Liability Act to explicitly address state
responsibility in digital governance, clarifying
the scope of governmental immunity, and
establishing compensation mechanisms would
mark crucial steps toward aligning national
law with international human rights
standards. Comparative experiences
demonstrate that such reforms not only
enhance justice but also strengthen the
stability of governance and investor
confidence (OECD, 2019; Shapiro, 2008).

In conclusion, this research highlights that
state-imposed filtering policies in Iran
generate extensive economic, social, cultural,
and legal harms, and that current legal
structures inadequately protect citizens from
such damages. The state cannot invoke
sovereignty or public interest as blanket
shields against liability. Instead, the evolving
doctrines of civil liability, both domestically
and internationally, converge on the principle
that states must be accountable for policies
that infringe upon fundamental rights and
impose  disproportionate  burdens on
individuals and businesses. The study
therefore calls for a paradigm shift in Iran’s
legal framework, toward a model of digital



governance rooted in  transparency,
proportionality, and responsibility. Such a
transformation would not only safeguard
citizens’ rights but also contribute to economic
resilience, social trust, and the legitimacy of
governance in the digital age.
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