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ABSTRACT

Informal digital justice, as an emerging model in digital criminology, operates beyond the formal judicial system and leverages
the capacities of media platforms to advance social justice. Using a descriptive—analytical method and relying on library-based
sources, this study examines the functions and consequences of this phenomenon and proposes a framework for balancing
public participation with individual rights. The findings indicate that user activism and online whistleblowing—particularly in the
forms of online feminist justice (collective responses to gender-based violence) and viral justice (algorithmic amplification of
claims-making)—enhance transparency, accelerate the pursuit of crimes, and provide effective support for victims, especially in
cases of domestic violence and online sexual abuse where formal systems often act slowly. However, feminist backlash, doxxing,
and the dissemination of misinformation, coupled with premature judgment, violations of the presumption of innocence,
unregulated publicization of crimes, and the erosion of privacy, undermine public trust and lead to social instability. This duality
demonstrates that preserving positive functions while preventing negative consequences is achievable only through the
development of transparent legal frameworks, ethical oversight of platforms, and public education in digital rights—solutions that
strengthen public participation while safeguarding individual rights.
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EXTENDED ABSTRACT
The rapid expansion of digital communication

technologies has fundamentally transformed
not only patterns of criminal behavior but also
social responses to crime, giving rise to what
can be conceptualized as informal digital
justice. In contemporary digital societies,
social media platforms such as Instagram,
Twitter (X), and Telegram operate far beyond
their original communicative functions and
increasingly serve as arenas of public
judgment, collective claims-making, and
moral accountability. Within this
environment, citizens no longer remain
passive observers of crime and deviance but
become active agents who document
incidents, share personal narratives, mobilize
public opinion, and exert pressure on
institutions to respond. Informal digital justice
thus represents a form of non-
institutionalized, participatory justice that
emerges outside the procedural boundaries of
formal criminal justice systems and is shaped
by the affordances of digital platforms,
including speed, visibility, anonymity, and
algorithmic amplification. Scholars in digital
criminology argue that this phenomenon blurs
the traditional boundaries between civic
oversight, whistleblowing, activism, and mass
judgment, producing new configurations of
power and responsibility in the administration
of justice (Amiri, 2015). Unlike formal legal
processes grounded in due process and
evidentiary standards, informal digital justice
is driven largely by emotional resonance,
narrative  persuasion, and networked
solidarity, raising fundamental questions
about legitimacy, fairness, and proportionality
(Najafi Abrandabadi, 2020; Powell, 2018). At
the same time, its growing prominence reflects
structural deficits within formal justice
systems, including procedural delays,
underreporting of sensitive crimes, and
declining public trust, which collectively

8’L’.a oo
motivate citizens to seek alternative pathways
to justice in digital spaces.

Conceptually, informal digital justice can be
defined as a spontaneous and decentralized
form of social reaction to perceived
wrongdoing that unfolds within digital
ecosystems without adherence to formal
judicial procedures. Its defining
characteristics include viral dissemination of
information, global reach beyond territorial
jurisdiction, the possibility of anonymous
participation, and the capacity to influence
public opinion prior to any official legal
intervention. Through the sharing of
testimonies, audiovisual evidence, and protest
hashtags, users effectively construct parallel
narratives of guilt, victimhood, and
accountability that often precede or bypass
institutional adjudication (Amiri, 2015). From
a cybercriminological perspective, this
phenomenon constitutes a form of non-
ritualized social judgment rooted in collective
emotions and mediated representations rather
than legal reasoning (Najafi Abrandabadi,
2020). Importantly, informal digital justice is
not monolithic; it encompasses diverse
practices ranging from victim-led disclosures
motivated by distrust in formal institutions to
proxy activism by third parties responding to
perceived injustices inflicted upon others
(Bjelajac & Filipovic, 2021). The openness of
digital platforms allows individuals across
geographical and cultural boundaries to
participate in justice-seeking processes, yet
this same openness also exposes such
processes to manipulation, misinformation,
and uneven power dynamics shaped by
algorithmic visibility (Javidnia, 2022; Yousefi,
2022). As a result, informal digital justice
simultaneously = embodies  emancipatory
potential and significant normative risks.

Empirically and functionally, informal digital
justice performs several positive roles within
digital societies, particularly in contexts where



formal
inaccessible, or perceived as ineffective. One of
its most significant functions is structural

justice mechanisms are slow,

transparency, achieved through online
whistleblowing and public disclosure of
evidence that may otherwise remain hidden
due to bureaucratic inertia or institutional
resistance. By rapidly disseminating images,
videos, and digital records, online actors can
reduce the temporal gap between the
occurrence of harm and official response,
thereby preventing evidence destruction and
facilitating quicker intervention by authorities
(Najafi Abrandabadi, 2020). In addition,
informal digital justice provides differentiated
and restorative support for victims, especially
in cases of domestic violence, sexual abuse,
and workplace harassment, where stigma and
fear often suppress formal reporting. Online
solidarity networks offer emotional validation,
legal guidance, and collective advocacy that
empower victims and break cycles of silence
(Amiri, 2015; Bjelajac & Filipovic, 2021).
Beyond individual cases, informal digital
justice contributes to passive and active crime
prevention by raising public awareness,
disseminating precautionary knowledge, and
imposing social costs on potential offenders
through reputational sanctions and platform-
based reporting mechanisms (Azimzadeh,
2017; Holt & Bossler, 2018). Moreover,
sustained digital campaigns can sensitize
legislative and judicial institutions, prompting
legal reforms and procedural adjustments that
enhance accountability and responsiveness
(Najafi Abrandabadi, 2020). Collectively, these
functions position informal digital justice as a
dynamic complement to formal systems rather
than a mere aberration.

Among the most prominent manifestations of
informal digital justice are online feminist
justice and viral justice, both of which
illustrate the transformative yet ambivalent
power of networked participation. Online
feminist justice has emerged as a collective

response to gender-based violence, sexual
harassment, and misogynistic abuse, drawing
historical continuity from second-wave
feminist critiques of structural oppression
while adapting them to platform-mediated
activism (White & Haines, 2013). Through
anonymous storytelling, hashtag movements,
and mass testimony, women articulate
experiences that have long been marginalized
within formal legal systems, achieving
psychological validation, social recognition,
and normative reframing of gendered harms
(Hosseini & Monfaredi Shekafti, 2018).
Simultaneously, viral justice operates through
algorithmic amplification, converting
localized grievances into transnational
campaigns that mobilize diverse publics at
unprecedented speed (Wood et al., 2018).
Platform algorithms aggregate and circulate
user-generated content, creating informal data
repositories of victimization narratives and
facilitating  collective = monitoring  that
transcends territorial jurisdiction. While these
mechanisms can accelerate accountability and
deterrence, they also construct global “courts
of public opinion” that adjudicate cases
without procedural safeguards, exposing
individuals to irreversible reputational harm
(Crockett, 2017). The convergence of feminist
and viral justice thus exemplifies how digital
affordances can reconfigure justice-seeking as
a participatory, emotionally charged, and
algorithmically governed process.

Despite their constructive capacities, the
consequences of informal digital justice reveal
profound risks for fundamental principles of
criminal justice, social stability, and individual
rights. One of the most critical consequences is
the erosion of the presumption of innocence,
as online audiences frequently issue definitive
judgments based on partial or unverified
narratives, imposing severe social penalties
prior to any legal determination (Marcum &
Higgins, 2018). Such premature judgments can
result in job loss, social ostracism,
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psychological trauma, and, in extreme cases,
self-harm, even when subsequent
investigations disprove the allegations.
Equally concerning is the wuncontrolled
publicization of crimes and personal data,
which undermines privacy rights and exposes
both victims and accused persons to secondary
victimization, harassment, and long-term
digital stigmatization (Jahbin & Beigizad,
2020; Susskind, 2021). The viral logic of
platforms further exacerbates the spread of
misinformation and false accusations, as
emotionally charged content is algorithmically
prioritized over accuracy, fostering moral
panics and social polarization (Crockett, 2017).
From a criminological standpoint, informal
digital justice can also generate secondary
crimes such as doxxing, hacking, and online
threats, creating cycles of digital violence that
destabilize trust and participation (Ghazani,
2022). At the transnational level, the
borderless nature of digital justice complicates
jurisdiction, data protection, and
enforcement, as actions taken in one legal
system may violate norms or laws in another,
intensifying global regulatory fragmentation
(Bjelajac &  Filipovic, 2021). These
consequences underscore the paradox of
informal digital justice as both a corrective
force and a source of new injustices.

In conclusion, informal digital justice
represents neither a wholesale alternative to
formal criminal justice nor a purely
pathological deviation, but rather a mirror
reflecting both the deficiencies of institutional
systems and the unregulated power of
networked publics. By transforming citizens
into active participants and platforms into
sites of moral adjudication, it injects speed,
visibility, and participation into justice
processes, yet simultaneously threatens due
process, privacy, and social cohesion when left
unchecked. The central challenge, therefore,
lies in constructing a balanced framework that
preserves the emancipatory and corrective

functions of informal digital justice while
mitigating its harmful consequences.
Achieving such balance requires transparent
legal norms governing online disclosure,
ethical oversight of platform algorithms,
widespread education in digital legal literacy,
and enhanced international cooperation to
address cross-border harms. Only through
such integrative approaches can informal
digital justice evolve from a volatile force into
a constructive complement to formal justice,
ensuring that public participation strengthens
rather than undermines the rule of law.
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