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ABSTRACT

While statistics indicate a downward trend in traditional financial crimes in most countries, the development of new technologies
and the growing reliance on cyberspace are creating unprecedented opportunities for criminal activity. Crime survey data attest
that the share of cyber financial crimes has reached parity with traditional crimes. The prevailing approach of academic
institutions, law enforcement agencies, and governmental bodies toward this phenomenon is largely reactive and focused on
crimes after their occurrence. This study, by emphasizing the necessity of identifying and applying situational prevention to
emerging forms of financial crimes in the metaverse, seeks to formulate a research agenda for novel crimes. In this regard, the
article examines the capacities of futures thinking as a strategic tool for the early identification of criminal opportunities and
security threats in immersive environments such as the metaverse. Issues such as sophisticated online fraud schemes and
forms of delinquency within metaverse environments constitute the core focus of this analysis. Finally, the article concludes by
discussing the theoretical implications of this perspective and presenting practical solutions for the situational prevention of such
crimes.
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EXTENDED ABSTRACT
The landscape of crime has undergone a

profound transformation over the past two
decades, marked by a measurable decline in
many forms of traditional property crime
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alongside a rapid escalation in cyber-enabled
and technology-mediated financial offenses.
Empirical crime survey data from multiple
jurisdictions indicate that fraud and computer
misuse now account for a substantial
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proportion—often at least half—of all recorded
criminal activity, a shift closely associated with
changes in routine activities and the migration
of everyday social and economic interactions
into digital environments (Farrell et al., 2014).
This transformation has not merely displaced
crime from physical to virtual spaces; rather, it
has altered the structure of criminal
opportunity itself. Classical insights from
Routine Activity Theory emphasize that crime
occurs when motivated offenders, suitable
targets, and the absence of capable guardians
converge in time and space (Mohseni, 2024).
In digitally mediated contexts, this
convergence is increasingly shaped by online
presence, platform design, and technological
affordances. Complementing this, Rational
Choice perspectives suggest that offenders
make bounded assessments of effort, risk, and
reward before acting (Paknahad, 2023).
Technological innovations can recalibrate
each of these dimensions by lowering entry
barriers, obscuring offender identity,
increasing the scale of potential gains, and
weakening traditional forms of guardianship.
Evidence from the COVID-19 pandemic
provided a quasi-natural experiment
demonstrating how shifts in collective routine
activities—specifically = reduced  physical
mobility and increased online engagement—
were mirrored by corresponding fluctuations
in online shopping fraud, reinforcing the
proposition that crime continues to follow
opportunity even in virtual settings (Johnson &
Nikolovska, 2024; Shariati & Guerette, 2023).
These dynamics underscore the need to
reconceptualize environmental criminology
for immersive and interconnected digital
environments.

While environmental criminology has
historically focused on physical urban settings,
its core logic remains applicable to cyber and
hybrid spaces, including the emerging
metaverse. Yet, much existing research
remains reactive, analyzing crimes only after

they have become established and measurable.
Such an approach risks perpetually lagging
behind offender adaptation, particularly in
fast-evolving technological contexts. Futures
thinking offers a strategic corrective by
shifting analytical attention toward emerging
drivers of change—technological, economic,
legal, social, and political—that may reshape
criminal opportunity structures over time.
Tools such as the “cone of possible futures”
illustrate the inherent uncertainty
surrounding technological trajectories while
also highlighting recurring patterns, notably
the tendency for new technologies to become
cheaper, more ubiquitous, and consequently
more attractive for criminal exploitation
(Voros, 2003). Historical examples of crime
“harvests,” such as widespread vehicle theft in
the 1990s (Laycock, 2004) and mobile phone
theft in the 2000s (Mailley et al., 2008),
demonstrate how insufficient attention to
security at the design and diffusion stages can
generate large-scale victimization before
effective countermeasures are implemented
(Farrell & Roman, 2006). Futures-oriented
criminological inquiry therefore seeks not
precise prediction but systematic anticipation:
identifying plausible threats, assessing their
potential harm and frequency, and proposing
preventative  interventions capable of
addressing multiple risks simultaneously.
Methodologically, this often entails horizon
scanning, systematic literature reviews, and
expert-elicitation techniques such as Delphi
studies and nominal group processes, which
broaden analytical perspectives beyond the
limitations of individual expertise (Francillon
et al., 2011; Gallagher et al., 1993).

One domain where futures-oriented analysis is
particularly salient is that of new and evolving
financial instruments, especially
cryptocurrencies. Digital currencies differ
fundamentally from traditional fiat money
through their decentralized architecture,
cryptographic security, and reliance on



distributed ledgers rather than central
authorities (Mukhopadhyay et al., 2016; White,
2015). While transactions on most blockchains
are publicly visible, varying degrees of
pseudonymity, combined with privacy-
enhancing technologies such as mixers and
privacy coins, complicate attribution and
enforcement. Research has documented a
wide array of fraud typologies associated with
cryptocurrencies, including initial coin
offering scams, Ponzi schemes, fraudulent
exchanges, and malicious wallet services
(Trozze et al, 2022). In other -cases,
cryptocurrencies function primarily as
payment mechanisms that facilitate offenses
such as ransomware attacks, advance-fee
fraud, and romance scams, often by enabling
rapid cross-border transfers and bypassing
traditional financial controls (Bartoletti et al.,
2021). From a money-laundering perspective,
cryptocurrencies and associated services can
support layering processes designed to
obscure the illicit origins of funds (Levi &
Reuter, 2006). Expert-based studies have
identified specific technological features—
such as mixers, privacy coins, smart contracts,
and cryptocurrency ATMs—as presenting
elevated laundering risks by reducing
transparency or oversight (Akartuna et al.,
2023). Although current everyday use of
cryptocurrencies remains relatively limited
compared to conventional payment methods
(Bakkt, 2021), wider adoption would
substantially expand the pool of suitable
targets and amplify the scale of potential
harm, particularly in environments where
digital currencies constitute the default
medium of exchange.

The metaverse represents such an
environment, envisioned as an immersive,
persistent, and interconnected extension of
the internet that blends virtual and physical
realities through technologies including
virtual reality, augmented reality, haptics,
blockchain, and artificial intelligence. While

no single definition prevails, prevailing
descriptions emphasize high levels of
immersion, user embodiment via avatars, and
the integration of digital assets and economies.
Advances in photorealistic avatars and haptic
interfaces promise to intensify experiential
realism, potentially blurring psychological
boundaries between virtual and physical
interaction (Ma et al., 2021). Simultaneously,
the convergence of virtual environments with
physical systems—through digital twins,
Internet-of-Things devices, and remote
actuation—creates novel interfaces between
online activity and real-world consequences,
as already evidenced in industrial applications
and robotic-assisted surgery (Cepolina &
Razzoli, 2022). Economic activity within the
metaverse is expected to rely heavily on
cryptocurrencies and non-fungible tokens to
establish ownership of virtual land, goods, and
services, a trend that has already generated
substantial financial flows and speculative
investment. Systematic reviews and expert
workshops examining metaverse-enabled
crime have identified a broad spectrum of
potential threats, ranging from financial fraud
and market manipulation to harassment, hate
crime, sexual offenses, and child exploitation
(Gomez-Quintero et al, 2023). Experts
consistently rated certain threats—such as
child sexual abuse material, grooming,
investment fraud, and immersive
harassment—as both highly harmful and likely
to occur with significant frequency,
particularly as adoption expands. The
immersive qualities of the metaverse may
intensify victim impact, while scale effects
increase the number of suitable targets,
reinforcing concerns about future crime
amplification (Goldstraw-White & Gill, 2023).

Addressing such threats necessitates a shift
from purely reactive enforcement toward
proactive, situational prevention grounded in
environmental criminology. The framework of
the 25 techniques of situational crime
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prevention organizes interventions around
increasing effort and risk, reducing rewards,
reducing provocations, and removing excuses,
offering a versatile toolkit adaptable beyond
physical settings (Wortley, 2001). Although
originally developed for conventional crimes,
these techniques have already been applied—
often implicitly—to cybercrime contexts,
including through technical hardening, access
controls, monitoring, and user guidance (Ho et
al., 2022). Systematic reviews reveal, however,
that explicit and comprehensive application of
the framework remains limited, with
inconsistent classification and
underutilization of available techniques (Ho et
al., 2022). In future digital environments,
increasing effort may involve secure-by-design
smart contracts and platform architectures
resistant to exploitation; increasing risk may
rely on responsible “place management” by
platform operators, service providers, or even
decentralized governance structures (Mir6
Llinares & Johnson, 2018). Reducing rewards
could entail disrupting illicit markets and
laundering pathways associated with digital
assets, while reducing provocations and
removing excuses may require clear
behavioral norms, effective moderation, and
transparent reporting mechanisms (Beebe &
Rao, 2005). Emerging regulatory initiatives,
such as online safety and digital services
legislation, illustrate attempts to
institutionalize such responsibilities, though
their effectiveness remains an empirical
question.

In conclusion, the analysis demonstrates that
emerging financial crimes in the metaverse
cannot be adequately addressed through
retrospective  data and  conventional
enforcement alone. The pace of technological
change, combined with the scale and
immersion of future digital environments,
demands anticipatory strategies that integrate
futures thinking with situational crime
prevention. Historical experience shows that

delayed responses to technological
vulnerabilities often result in widespread
victimization before corrective measures are
implemented. By systematically identifying
plausible future threats, assessing their
potential harms, and embedding preventative
measures at the design and governance stages
of new technologies, policymakers, industry
actors, and researchers can reduce the
likelihood and impact of large-scale crime
“harvests” in immersive digital ecosystems.
Proactive investment in interdisciplinary
methods, advanced analytical tools, and
collaborative = governance structures is
therefore essential if the metaverse is to evolve
into a space that supports innovation and
social interaction without reproducing—and
magnifying—the criminogenic failures of
earlier technological transitions.
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