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ABSTRACT

The expansion of transnational platforms’ influence within the digital ecosystem has generated novel challenges in the domain
of the legal responsibility of platform operators. The events of December 2025 demonstrated that these platforms have moved
beyond the role of “mere conduits” and, through intentional content management, have become influential actors in security
developments. The present study aims to analyze the legal status of incitement to violence from the perspective of international
human rights law and domestic legal doctrines, examining the responsibility of platform operators. The findings indicate that the
liability of these actors extends beyond “positive acts” in the form of algorithmic amplification to include “omissions” or deliberate
failure to control violence. Based on the principle of due diligence and the jurisprudential rule of causation (tasbib), platform
operators bear civil and criminal liability due to their technical access to monitoring tools and their conscious disregard of content
promoting terrorism and violence. This study emphasizes that silence and non-intervention by platforms during social crises are
not neutral acts but constitute violations of international and sovereign legal obligations, resulting in irreversible consequences
for human security.
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EXTENDED ABSTRACT
This study examines the evolving legal status

of incitement to violence in digital
environments, with a specific focus on the
conduct of transnational platforms during the
December 2025 unrest in Iran, situating the
analysis within the normative framework of
international human rights law and emerging
doctrines of platform responsibility. The rapid
expansion of transnational digital platforms
has fundamentally altered the architecture of
public discourse, transforming these entities
from passive intermediaries into active
curators and amplifiers of content, thereby
raising complex questions regarding their
legal obligations in contexts of social
instability. While freedom of expression
remains a cornerstone of international human
rights law, enshrined in Article 19 of the
International Covenant on Civil and Political
Rights, it is subject to explicit limitations
where speech incites violence, discrimination,
or hostility, particularly under Article 20 of the
same instrument (United Nations, 1966).
Contemporary legal scholarship increasingly
recognizes that the algorithmic structuring of
information flows—designed to maximize
engagement—can inadvertently or
deliberately facilitate the spread of
inflammatory and violent content, thus
blurring the boundary between protected
expression and unlawful incitement (Kaye,
2019). The events of December 2025 provide a
critical empirical context for examining these
dynamics, as they reveal how digital platforms
may serve not merely as conduits of
communication but as operational
infrastructures for the coordination and
escalation of violence, thereby necessitating a
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re-evaluation of both corporate responsibility
and state obligations under international law.
From a doctrinal perspective, the prohibition
of incitement to violence is most clearly
articulated  through  the  interpretive
framework of the Rabat Plan of Action, which
establishes a six-part threshold test
encompassing context, speaker, intent,
content, extent, and likelihood of harm,
thereby offering a structured methodology for
distinguishing between lawful expression and
unlawful incitement (Office of the United
Nations High Commissioner for Human Rights,
2013). Applying this framework to the digital
content disseminated during the December
2025 unrest reveals that a substantial portion
of the material—particularly that involving
operational instructions for sabotage,
targeting of individuals, and coordinated
attacks—meets the threshold for incitement
and thus falls outside the protection of
international human rights law. In parallel,
the principle of due diligence has emerged as a
central normative standard governing both
state and corporate conduct in cyberspace,
requiring proactive measures to prevent
foreseeable harm arising from digital activities
(Mirabbasi & Sadat, 2020). The failure of
platforms to implement effective monitoring
mechanisms, despite possessing the technical
capacity to do so, constitutes a breach of this
obligation, particularly when such failures are
systematic or selective in nature. Moreover,
the persistence of double standards in content
moderation—whereby similar forms of
incitement are treated differently across
geopolitical contexts—undermines the
universality of human rights protections and
raises concerns regarding discriminatory



enforcement practices (Ghaemi, 2024). These
patterns suggest that the legal analysis of
platform conduct must move beyond
formalistic notions of neutrality and instead
engage with the substantive impact of
algorithmic governance on public safety and
human rights.

A critical dimension of the analysis concerns
the role of algorithmic systems in shaping the
dissemination and amplification of violent
content, which has led to the development of
the concept of “algorithmic fault” within
contemporary legal  discourse.  Unlike
traditional models of liability that focus on
direct human action, this approach recognizes
that the design and operation of
recommendation systems can constitute a
form of indirect participation in harmful
outcomes, particularly when such systems
prioritize engagement metrics over risk
mitigation (Mohammadi & Sotoudeh, 2023). In
the context of the December 2025 unrest,
evidence indicates that platform algorithms
disproportionately promoted content
characterized by high emotional intensity,
including violent imagery and calls for action,
thereby contributing to the escalation of
tensions and facilitating real-world harm. This
phenomenon aligns with broader critiques of
the “attention economy,” in which the
monetization of user engagement incentivizes
the amplification of extreme content, often at
the expense of public safety. From a legal
standpoint, this raises the question of whether
platforms can continue to invoke intermediary
immunity doctrines—such as those embodied
in domestic legal frameworks—when their
systems actively shape the visibility and
impact of user-generated content. The
emerging consensus in both international and
comparative law suggests that such immunity
must be recalibrated to account for the active
role of platforms in content curation,
particularly where there is clear evidence of
foreseeability and preventability of harm

(European Union, 2022). Accordingly, the
notion of passive hosting is increasingly
untenable in the face of technologically
mediated influence over information
ecosystems.

In addition to corporate liability, the study also
addresses the international responsibility of
states that host or regulate transnational
platforms, emphasizing the applicability of the
Articles on Responsibility of States for
Internationally Wrongful Acts (ARSIWA) as a
foundational legal framework. Under these
principles, states may incur responsibility not
only for direct actions but also for omissions,
particularly where they fail to exercise due
diligence in preventing harm emanating from
their  jurisdiction  (International  Law
Commission, 2001). In the case of the
December 2025 unrest, the continued reliance
on broad immunity provisions within
domestic law has effectively limited regulatory
oversight of platform activities, thereby
creating a permissive environment for the
dissemination of harmful content. This raises
significant =~ questions  regarding  the
compatibility of such legal regimes with
international obligations to protect human
rights and maintain public order.
Furthermore, the doctrines of attribution,
including those based on control, direction, or
endorsement, provide additional pathways for
linking  platform  conduct to  state
responsibility, particularly where there is
evidence of regulatory acquiescence or
political support (Schmitt, =2017). The
intersection of corporate autonomy and state
accountability thus represents a critical
frontier in the evolution of international law,
necessitating a more integrated approach to
governance that reflects the hybrid nature of
digital actors and infrastructures. The failure
to address these issues risks perpetuating a
legal vacuum in which neither states nor
corporations are held fully accountable for the
consequences of digital harm.
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The study further situates its analysis within
the broader context of emerging international
standards on platform governance, including
those articulated by UNESCO and other
multilateral institutions, which emphasize
transparency, accountability, and human
rights-based  approaches to  content
moderation. These frameworks advocate for
the implementation of risk assessment
mechanisms, localized moderation
capabilities, and appeal processes to ensure
that platform policies are both effective and
equitable (Vizheh, 2022). The comparative
analysis of platform behavior across different
geopolitical contexts reveals a persistent
pattern of selective enforcement, whereby
stringent moderation practices are applied in
some regions while more permissive
approaches are adopted in others, often under
the pretext of protecting freedom of
expression. Such inconsistencies not only
undermine the legitimacy of platform
governance but also expose users in certain
regions to heightened risks of violence and
instability. The findings of this study suggest
that the absence of binding international
norms governing platform conduct has
allowed for the emergence of a fragmented
regulatory landscape, in which corporate
policies effectively operate as de facto legal
systems, often superseding national and
international standards. This underscores the
need for a more coherent and enforceable
global framework that aligns corporate
practices with established human rights
obligations and ensures that digital platforms
contribute to, rather than detract from, the
protection of human dignity and security.

In conclusion, the analysis of the December
2025 unrest demonstrates that the legal
challenges posed by transnational digital
platforms cannot be adequately addressed
within the confines of traditional doctrines of
intermediary liability or state sovereignty. The
evidence indicates that these platforms have

evolved into powerful actors capable of
influencing the trajectory of social and
political events, thereby necessitating a
corresponding evolution in legal frameworks
to ensure accountability and prevent harm.
The findings highlight the inadequacy of
existing mechanisms in addressing the
complexities of algorithmic governance, cross-
border  jurisdiction, and corporate
responsibility, and call for a comprehensive
rethinking of international legal norms in this
domain. A forward-looking approach must
integrate principles of due diligence,
transparency, and non-discrimination into
both corporate practices and state regulation,
while also establishing mechanisms for
international cooperation and enforcement.
Ultimately, the protection of human rights in
the digital age requires a paradigm shift that
recognizes the interconnectedness of
technological systems, legal institutions, and
societal outcomes, and that places the
preservation of human security at the center of
digital governance.
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