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ABSTRACT

Recent advances in neurotechnology, brain—computer interfaces, and cognitive artificial intelligence have enabled
direct intervention in human neural processes, giving rise to an emerging phenomenon known as “neural hacking.”
In such circumstances, an attacker infiltrates neural systems or brain-connected devices and may disrupt an
individual's volition, decision-making capacity, motor control, or perception, thereby placing that person in a situation
where they unknowingly or involuntarily engage in criminal conduct. This development challenges the traditional
foundations of criminal liability, including mens rea, free will, and behavioral control, and raises fundamental
guestions concerning the legal status of individuals who commit offenses while under the influence of neural
interference. Adopting an analytical—critical approach, this article first examines the nature of neural hacking and
various forms of cognitive, motor, and perceptual intervention. It then demonstrates that crimes resulting from such
interventions often lack the requisite mental elements necessary for the attribution of criminal responsibility.
Subsequently, the legal status of victims of neural hacking is analyzed, and it is argued that such individuals should
not be regarded as autonomous offenders but rather as instrumentalities of crime, and therefore should be exempt
from criminal liability. The article further explores the emerging defense of “cyber coercion” as a novel extension of
traditional defenses based on physical and psychological coercion, demonstrating that advanced criminal justice
systems may recognize this defense in situations involving the absence of neural control. The findings indicate that
existing criminal justice systems are inadequately prepared to address offenses arising from neural hacking and
require fundamental reforms concerning criminal liability, the burden of proof, attribution rules, and the definition of
new offenses associated with neural interference. Finally, the article proposes a series of legislative and policy
recommendations that may serve as the foundation for developing a forward-looking legal framework governing
cyber-cognitive crimes.
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EXTENDED ABSTRACT
This study examines the legal status of victims

of neural hacking who commit unintended
crimes under conditions of compromised
agency, with particular attention to the
emerging defense of cyber coercion in criminal
liability. Rapid developments in
neurotechnology, brain—computer interfaces,
cognitive  artificial intelligence, neural
implants, and targeted brain stimulation have
fundamentally altered the relationship
between mind, body, machine, and legal
responsibility. Technologies initially designed
for therapeutic, rehabilitative, and cognitive-
enhancement purposes now create
unprecedented risks of unauthorized
intervention in neural processes, including the
manipulation of perception, emotion,
decision-making, motor control, and volition.
Neural hacking, in this context, refers to
unlawful or unauthorized interference with
neural systems or brain-connected devices in a
manner that affects the individual’s mental or
bodily agency. Such interference raises
profound questions for criminal law because
criminal liability traditionally presupposes a
meaningful connection between conduct,
intention, consciousness, and control. If an
individual performs an outwardly criminal act
while their neural processes have been
externally manipulated, the act may be
physically attributable to that person but not
morally or legally attributable to their
autonomous will. The issue becomes
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particularly urgent as debates on mental
privacy, cognitive liberty, neurorights, and
responsible neurotechnology increasingly
emphasize the vulnerability of the brain to
technological intrusion and the need to protect
mental integrity as a core legal interest
(Bublitz, 2022; Farahany, 2023; Ienca, 2022;
Ienca & Andorno, 2017; Lavazza, 2019; Yuste &
Goering, 2017).

The article adopts an analytical—critical
method and investigates neural hacking
through the conceptual foundations of
criminal responsibility, legal attribution,
agency, and coercion. It first clarifies the
theoretical basis of neural hacking and
distinguishes among cognitive, motor,
perceptual, and emotional forms of neural
intervention. Cognitive intervention may
affect judgment, preference formation,
intention, and decision-making, thereby
creating what may be described as artificial
criminal intent; motor intervention may
disrupt bodily control and produce
involuntary or externally directed actions;
perceptual intervention may distort the
individual’s understanding of reality, danger,
identity, or surrounding circumstances; and
emotional intervention may induce fear,
anger, anxiety, aggression, or other affective
states that influence conduct. These forms of
intervention are legally significant because
they target the very elements that criminal law
relies on to justify punishment: mens rea, free
will, awareness, and behavioral control. The



study therefore treats neural hacking not
merely as a technological or cybersecurity
problem, but as a structural challenge to the
foundations of criminal responsibility.
Contemporary neuroscience and neuroethics
show that agency is not a simple metaphysical
assumption but a legally relevant capacity
dependent on intact cognitive, affective, and
sensorimotor systems. When those systems
are externally manipulated, the ordinary
inference from bodily movement to voluntary
criminal action becomes unreliable (Glannon,
2019; Haggard, 2017; Kim, 2020; Pardo &
Patterson, 2013; Pessoa, 2017; Rao & Stocco,
2014).

The findings indicate that unintended crimes
resulting from neural hacking may lack the
psychological elements required for criminal
attribution. In ordinary criminal doctrine,
intent must be the product of an aware and
autonomous mental process; however, where
neural intervention artificially shapes desire,
choice, judgment, or impulse, the resulting
intention cannot be treated in the same way as
freely formed criminal intent. The same
problem arises in relation to knowledge and
awareness: if perceptual manipulation causes
the individual to misread reality, misidentify a
threat, or respond to an induced hallucination
or fabricated danger, the act may occur
without the cognitive awareness normally
required for culpability. Motor manipulation
produces an even sharper difficulty, since the
body may perform the criminal act while the
person lacks genuine control over bodily
movement. In such cases, the individual is not
properly understood as a voluntary offender
but as a medium through which another actor,
system, or device has produced the criminal
result. This analysis supports the distinction
between the apparent actor and the real actor:
the neural-hacking victim may be the visible
source of the physical act, but the true source
of criminal agency lies in the attacker who
manipulated the victim’s neural processes.

Accordingly, the victim should be assessed as
a non-autonomous actor or an instrument of
crime rather than as a fully responsible
perpetrator (Farahany, 2023; Greene & Cohen,
2004; Ienca, 2022; Reiner, 2019; Shen, 2020).
The article further argues that the defense of
cyber coercion should be recognized as a
doctrinal development of traditional defenses
based on physical coercion, psychological
duress, involuntariness, and lack of control. In
classical criminal law, coercion is accepted
when external pressure deprives the person of
meaningful freedom to choose lawful conduct.
Neural hacking requires an expanded
conception of coercion because the pressure
does not necessarily operate through visible
threats, force, or psychological intimidation;
instead, it may operate internally through
direct manipulation of neural pathways,
affective  states, perception, or motor
execution. Cyber coercion is therefore best
understood as a form of technologically
mediated and  neurally internalized
compulsion. Its distinctive feature is that the
victim may not even be aware of being coerced,
because the interference may be experienced
as an internal decision, impulse, perception, or
emotion. This makes cyber coercion more
difficult to detect than traditional coercion and
more disruptive to standard legal categories.
Nevertheless, if the legal justification for the
coercion defense is the absence of meaningful
autonomy, the same rationale applies with
even greater force in cases of neural hacking.
Where a person’s capacity to intend,
understand, resist, or control conduct has
been neutralized by neural interference,
criminal responsibility should be excluded or
substantially limited, and liability should be
redirected toward the neural attacker or the
responsible technological agent (Bublitz, 2022;
Glannon, 2019; Lavazza, 2019; Reiner, 20109;
Yuste & Goering, 2017).

The study also identifies serious evidentiary
and procedural challenges. The central
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practical question is how courts can determine
whether the accused was genuinely a victim of
neural hacking rather than an ordinary
offender invoking a speculative defense.
Existing criminal justice systems are not
adequately prepared to answer this question
because traditional evidence such as
confession, witness testimony, motive
analysis, and behavioral reconstruction may
be insufficient when the disputed issue
concerns neural interference. Cases involving
neural hacking may require neuroforensic
evidence, brain-imaging data, BCI records,
stimulation logs, digital traces, expert
testimony in neuroscience and cybersecurity,
and standards for distinguishing voluntary
conduct from conduct produced by external
neural manipulation. This evidentiary
complexity affects the burden of proof.
Requiring the accused to conclusively prove
neural hacking may be unrealistic, especially
when the relevant traces are technically
complex, controlled by manufacturers, or
destroyed by the attacker. Therefore, the study
suggests that once the defendant raises a
credible and evidence-supported claim of
neural interference, courts should apply a
modified evidentiary framework that gives
stronger effect to the presumption of
innocence and the principle of doubt in favor
of the accused. At the same time, legal systems
should define new offenses for unauthorized
neural intervention, establish regulatory
duties for neurotechnology developers, and
create expert judicial mechanisms capable of
assessing neurolegal claims (Bublitz, 2022;
Farahany, 2023; Ienca & Andorno, 2017; Pardo
& Patterson, 2013; Shen, 2020).

In conclusion, neural hacking represents a
transformative challenge for criminal law
because it destabilizes the assumptions on
which culpability, punishment, and legal
attribution have traditionally depended. When
a person commits an unintended crime under
conditions of externally manipulated

cognition, perception, emotion, or motor
control, the law cannot rely solely on the
physical occurrence of the act to establish
responsibility. The decisive question must be
whether the act was the product of the person’s
genuine, conscious, and controllable agency. If
that agency has been displaced by neural
interference, the individual should be treated
as a victim, a non-autonomous actor, or an
instrument of crime rather than as a culpable
offender. The defense of cyber coercion offers
a necessary doctrinal pathway for addressing
such cases, but its recognition requires careful
legislative design, evidentiary safeguards, and
institutional expertise. Criminal justice
systems must therefore move beyond
conventional models of intent and coercion
and develop a future-oriented framework for
cyber-cognitive crimes. Such a framework
should criminalize unauthorized neural
intervention, protect mental privacy and
cognitive liberty, regulate neurotechnological
infrastructures, and establish reliable
standards for neuroforensic proof. Only
through these reforms can criminal law
preserve the principles of justice, personal
responsibility, and human autonomy in an era
in which the boundaries between mind,
machine, and unlawful control are
increasingly unstable.
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