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ABSTRACT

Cyberspace, as one of the most significant phenomena of the digital era, plays a pivotal role in facilitating
communication, expanding businesses, and providing access to information. Simultaneously, filtering policies and
internet restrictions have introduced serious challenges to user privacy and fundamental rights. The purpose of this
study is to examine the impacts of internet filtering on users' privacy and to analyze the associated legal, social,
and jurisprudential dimensions. This research adopts a descriptive-analytical approach, utilizing analysis of national
and international laws, jurisprudential principles such as the "no-harm" rule (La Darar), and a comparative study of
filtering policies in China, Singapore, and Iran. The findings revealed that non-transparent and broad filtering policies
can lead to significant violations of privacy, reduced access to reliable information, severe restrictions on freedom
of expression, and disruption of the digital economy. Moreover, these policies diminish public trust and increase
reliance on illegal tools such as VPNs. In contrast, the use of intelligent technologies, the development of
transparent legislation, and the implementation of targeted content management tools can establish an effective
balance between security and privacy, thereby restoring user trust in cyberspace governance policies.
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EXTENDED ABSTRACT
Cyberspace has become an inseparable

element of contemporary human life,
interwoven with social interactions, economic
systems, and political engagement. The rapid
expansion of the internet has democratized
access to knowledge, empowered marginalized
voices, and enabled transnational
connectivity. However, with this growth, states
have increasingly exercised control over digital
content through filtering policies—ostensibly
justified by national security, public morality,
or protection of minors. Yet, the exercise of
filtering, when lacking transparency and
grounded principles, may infringe upon
fundamental human rights, most notably the
right to privacy. As one of the cornerstones of
individual autonomy, privacy ensures the
protection of personal data and provides
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individuals with control over their personal
spheres. In the digital domain, privacy
encompasses a spectrum of concerns ranging
from data surveillance and algorithmic
profiling to state censorship. Filtering
mechanisms, particularly when applied
arbitrarily or discriminatorily, often erode this
right by enabling intrusive monitoring,
limiting informational self-determination, and
disrupting access to verified data sources
(Alimoradi, 2022; Liu et al.,, 2020). Further
complicating this terrain is the dual
responsibility of governments—to guarantee
national cybersecurity while upholding citizen
rights. From a legal-philosophical lens,
Islamic jurisprudence and universal human
rights frameworks converge on principles such
as “La Darar” (no harm), the dignity of the
individual, and accountability in policy
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implementation, establishing robust
theoretical anchors for assessing filtering
policies (Hossein Nejad & Moniri Hamzeh Kolai,
2017; Tashev, 2024). The current study delves
into the multidimensional effects of internet
filtering on user privacy by combining legal
interpretation, jurisprudential doctrines, and
comparative analyses with China, Singapore,
and Iran as case illustrations.

The jurisprudential and legal literature
underscores the gravity of filtering as a tool
with  socio-political ramifications. Prior
studies have scrutinized the role of filtering in
balancing state authority and civil liberties,
often  spotlighting its  double-edged
consequences. For instance, research has
shown that governments invoking filtering
under the pretext of national interest often
sidestep legal thresholds of necessity and
proportionality, undermining public trust and
generating unintended harms to digital
economies (Bidarvand et al.,, 2021). Islamic
jurisprudence—specifically the “La Darar”
principle—prohibits unjustified harm, which
applies poignantly to indiscriminate filtering
that causes widespread socio-economic
damage. Similarly, the principle of “tasbib”
(causation) implies that governments are
liable for damages inflicted on digital
enterprises due to poor content regulation
frameworks (Mohammadi Nia & Karamati
Moaz, 2024). Moreover, domestic regulations
like Iran’s Cybercrime Law grant sweeping
authority to state entities with insufficient
oversight, increasing the risk of rights
violations (Rahmani et al., 2023). In contrast,
normative international instruments such as
the Universal Declaration of Human Rights
(Article 19) and the European Convention on
Human Rights (Article 10) advocate for
minimal restrictions on freedom of expression
and access to information, promoting only
narrowly tailored interventions. Hence,
filtering policies must be subjected to rigorous
legality, legitimacy, and necessity standards.

Legal ambiguities and lack of procedural
transparency, as found in multiple
jurisdictions, often lead to the misuse of
filtering tools, resulting in disproportionate
harm to user privacy, democratic
participation, and access to critical knowledge
sources (Elyasi et al., 2022; Ramak et al., 2019).
Conceptually, filtering is not monolithic but
exists in both technical and legal forms.
Technological filtering involves firewalls,
proxy servers, and deep packet inspection,
while legal filtering entails statutory
frameworks and regulatory decrees. The latter
carries profound implications for digital
rights, especially when applied without
procedural safeguards or public deliberation
(Nasrollahi, 2023). The jurisprudential notion
of "harim al-mu'min" (the believer’s
sanctuary) reinforces the sacredness of private
communication, extending it to the digital
environment where mass data collection and
content suppression can constitute spiritual
and psychological transgressions (Vali Asl,
2024). Privacy in cyberspace is also essential
for preserving identity integrity, political
participation, and digital autonomy. Tools
such as artificial intelligence and Internet-of-
Things (IoT) technologies, while offering
personalized services, also carry surveillance
potential that can be exacerbated by filtering
protocols (Ghanad & Aliqoli, 2020; Hejazi Nia,
2015). In examining the intersection of privacy
and filtering, the study emphasizes that
privacy should not be perceived solely as an
individual entitlement but as a collective social
good that fosters trust, innovation, and
inclusive development. Filtering policies that
disregard this dimension risk not only
violating user rights but also stifling the
growth of digital economies and the
flourishing of online civil societies.

Empirical illustrations of filtering policies in
practice reveal varied trajectories. China’s
“Great Firewall” epitomizes a centralized and
rigid system that prioritizes national cohesion



and ideological conformity over civil liberties.
The Chinese model, while technologically
sophisticated, criminalizes VPN use, restricts
foreign platforms, and exerts granular control
over digital narratives. These efforts have
created a parallel internet insulated from
global influence but also isolated from diverse
knowledge systems (Mishra, 2021; Soleimani,
2018). Conversely, Singapore offers a more
balanced model where targeted content
regulation is combined with digital literacy
programs and transparent guidelines.
Singapore’s filtering system allows access to
most global platforms but intervenes
selectively where content contravenes clearly
defined societal norms or security interests.
This model, by reinforcing procedural clarity
and stakeholder engagement, has fostered
greater public trust (Hashemi et al., 2021).
Iran, while drawing structurally from the
Chinese approach, faces challenges in policy
implementation due to weaker technological
alternatives and lower public compliance.
Many Iranian users resort to VPNs to bypass
censorship, reflecting a lack of confidence in
state-sanctioned  platforms  (Esmailpour
Moghadam, 2023; Mirzaei et al., 2019).
Moreover, filtering in Iran often occurs
abruptly and without public notice,
intensifying user dissatisfaction and economic

disruption. In contrast, policy models
emphasizing transparency, legal
predictability, and technological
cooperation—such as Singapore’s—

demonstrate the feasibility of reconciling
content governance with rights protection.
Comparative findings thus highlight that the
legitimacy and effectiveness of filtering are not
solely determined by technical prowess but by
the embeddedness of democratic norms,
participatory mechanisms, and technological
openness.

The consequences of filtering on users’ privacy
and broader digital ecosystems extend beyond
legal abstractions to practical disruptions in

social, cultural, and economic life. On the
sociocultural front, filtering reduces exposure
to global perspectives, curtails youth
engagement in transnational discourse, and
fosters informational homogeneity, ultimately
weakening cognitive diversity and innovation
potential (Zaroudi & Borzoui, 2022).
Psychologically, persistent filtering can induce
feelings of alienation, especially among
younger demographics reliant on online
platforms for identity expression and
community-building. Economically, filtering
acts as a structural impediment to digital
entrepreneurship, particularly affecting small
and medium enterprises (SMEs) dependent on
global platforms for outreach, customer
interaction, and logistics. These businesses
often lack the financial capacity to migrate to
costly alternatives or build proprietary
platforms, rendering them vulnerable to
market exclusion and reduced
competitiveness (Rahmani et al., 2023). The
economic fallout includes not only revenue
losses but also barriers to foreign investment,
as international firms prefer predictable and
open regulatory environments. Furthermore,
filtering compromises the integrity of
information flows by narrowing access to
diverse content, undermining informed
decision-making, civic engagement, and press
freedom. Over time, these limitations create
epistemic enclaves where users are either
uninformed or misinformed, contributing to
political polarization, authoritarian resilience,
and social stagnation (Asadzadeh & Seyed
Mousavi, 2015). The cumulative result is a
digitally fragmented society marked by
mistrust, inefficiency, and rights
suppression—conditions that demand urgent
policy recalibration.

To mitigate the adverse effects of filtering
while preserving legitimate security objectives,
strategic policy and technological
interventions are imperative. Firstly, legal
reforms should prioritize clarity, necessity,
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and proportionality—codifying when, how,
and by whom filtering can be applied, subject
to independent judicial oversight. Laws should
mandate impact assessments prior to
implementation and allow user appeals for
wrongful restrictions (Khan Mohammadi &
Shameli, 2016). Secondly, the deployment of
artificial intelligence and big data analytics can
offer targeted content moderation solutions,
reducing the need for blanket bans. These
tools can filter harmful content with minimal
infringement on lawful speech, especially
when designed with algorithmic transparency
and bias mitigation. Additionally,
partnerships between states and global tech
companies can institutionalize content review
mechanisms that align with both domestic
values and international rights standards
(Eftadeh, 2013). Thirdly, governments must
invest in digital literacy and public education
programs that empower users to navigate,
assess, and respond to online risks without
overreliance on state intervention.
Transparency in listing blocked  sites,
publishing annual filtering reports, and
establishing ombudspersons for digital
grievances can further enhance accountability
and civic trust (Rahimi et al., 2021). Ultimately,
a multi-stakeholder governance model—
incorporating civil society, academia, private
tech actors, and regulatory bodies—offers the
most sustainable path toward equitable
cyberspace regulation. Such a model ensures
that privacy, freedom of expression, and
cybersecurity are not framed in binary
opposition but managed as interdependent
facets of democratic digital governance.

In conclusion, the intersection of internet
filtering and user privacy presents a complex
legal, technological, and moral challenge for
modern governance systems. While national
security, cultural protection, and public order
are legitimate policy goals, their pursuit must
not eclipse foundational human rights.
Filtering, when overextended or non-

transparent, risks violating privacy, distorting
public discourse, and eroding digital trust.
Comparative evidence from China, Singapore,
and Iran underscores that the design and
implementation of filtering policies must align
with jurisprudential ethics, international
norms, and local contextual realities. Effective
policy requires a fine balance—leveraging
advanced technologies and clear legislation to
protect users without silencing them. Only
through such integrated and transparent
approaches can states foster a cyberspace that
is both secure and respectful of human dignity,
thereby nurturing democratic resilience in the
digital age.
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